For the Law Enforcement Agencies of Miami-Dade County

The Rap Sheet

Katherine Fernandez Rundle Miami-Dade State Attorney

1 September 2010

IN THIS ISSUE: PAGE
POLICE-PROSECUTOR " i 1
COORDINATING COMMITTEE Emailing PoliCe REPOITS ....c.uiiiiiiici e
Warrantless Searches Of Cell PhONES .......cccuviiiviiiiniiiiiiiieeen e 1-3
Steering Committee: PPCC SUD-COMMIBES .....ccveiiviicrieieieecie ettt ettt 4
Kristi Bettendorf, ASA, Chair
State Attorney’s Office The September
(305) 5470220 Police-Prosecutor Coordinating Committee
KristiBettendorf@MiamiSAO.com meeting will be A
- Wednesday, September 15" at 1 p.m.
José Arrojo, Chief ASA State Attorney’s Office, 4™ Floor Training Room
State Attorney’s Office

(305) 547-0309
e-mail: JoseArrojo@MiamiSAO.com

Emailing Police Reports

Naim R. Erched, Assistant Director

Police Services Thus far, 15 police agencies have set up email boxes within the State Attorney’s Office
Miami-Dade Police Department email system for the purpose of sending police reports to the SAO. However, 8 of these
(305) 471-2625 agencies have yet to utilize the procedure. While I guess it is possible that these agencies

e-mail: nerched@mdpd.com have not made an arrest in the past month, I don’t believe this is the case. Remember, the
designated person (who I presume will be someone in the Records Department of the

Frank Ledee, ASA agency) should forward to their email box copies of all police reports they receive and scan

State Attorney’s Office on cases where defendants have either been arrested or PTAed. In this way, SAO staff will

(305) 547-0853 be able to access these reports by use of the search function (by defendant’s name or police

e-mail: FrankLedee@MiamiSAO.com case number) without having to request the reports from your agency. If anyone has any

questions about the process in general, please feel free to call Kristi Bettendorf at 305-547-
0220. If you have questions about the technical aspects of how the system works, please

Chief Fred Maas contact Hamilton Davies at 305-547-0532.
Sunny Isles Beach PD

(305) 947-4440
e-mail: mikegrand@mindspring.com

WARRANTLESS SEARCHES OF CELL PHONES

Can a cell phone be searched without a warrant?

Yes, it is currently not unconstitutional in Florida to conduct a warrantless search of a cell
phone incident to a lawful arrest under certain restrictions, but you risk suppression of the
evidence. !

Why is there a risk of suppression, if it is not unconstitutional? The answer is that the
state of the law is unsettled. The United States Supreme Court has not addressed this
specific issue, there is no Florida state case law on point, and federal court decisions are in
conflict. ~ This means that, although there are more federal decisions upholding such

Members of the Crimes searches than not, a judge in our jurisdiction is free to follow the majority or the minority
Agai tL Enf t if a motion to suppress based on the search is filed. The following overview may help
g_al ns aw en Or_Cemen you navigate through this debate.
Officers Subcommittee are
Iisted on the baCk page ! Individual police departments and agencies may have their own internal policies regarding the

search of cell phones.
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A warrantless search is “per se unreasonable... subject only to a few specifically established and well-delineated exceptions.”
Schneckloth v. Bustamonte, 412 U.S. 218, 219 (1973). “Where there are exigent circumstances in which police action
literally must be ‘now or never’ to preserve the evidence of the crime, it is reasonable to permit action without prior judicial
evaluation.” Roaden v. Kentucky, 413 U.S. 496, 505 (1973). The exigent circumstance exception under which the searches
of cell phones have been most upheld is the search incident to lawful arrest exception.

SEARCH INCIDENT TO ARREST EXCEPTION

Upon a lawful arrest, police may search the arrestee's person and the area within his immediate control. The search incident to
arrest exception is justified by the need to remove weapons and prevent the concealment or destruction of evidence.
Chimel v. California, 395 U.S. 752, 762-63 (1969).

An ideological crossroads regarding whether or not cell phones can be searched incident to arrest has emerged from the
interpretations of two Supreme Court cases, United States v. Robinson, 414 U.S. 218 (1973) and United States v. Chadwick,
433 U.S. 1 (1977). In Robinson, an officer arrested the defendant for driving with a revoked license and searched him
incident to arrest. The officer discovered a crumpled cigarette package on his person, searched it, and found heroin. The
Supreme Court upheld the search as properly within the scope of a search incident to arrest. In Chadwick, in contrast, the
police seized a foot locker from a defendant’s car and searched its contents at the police station more than an hour later. The
Supreme Court held that the warrantless search was unreasonable because the locker was not immediately associated with the
arrestee’s person and once the police exercised control over it and more than an hour had passed, the search was no longer
incident to arrest.

Subsequent federal court decisions have distinguished between searches of the person as in Robinson and searches of
possessions within an arrestee’s control such as the footlocker in Chadwick. Interestingly, regardless of whether or not a cell
phone is found on the person of the arrestee, some courts have ruled that a cell phone should be considered as possessions
within an arrestee’s control because of the immense amount of private information that can be contained in a cell phone. See,
e.g., United States v. Park, No. CR 05-375 SI, 2007 WL 1521573, (N.D.Cal. May 23, 2007), State v. Smith, 124 Ohio St.3d
163, 166-68, 920 N.E.2d 949 (2009); United States v. McGhee, 2009 WL 2424104 (D.Neb. 2009). See also, United States v.
Wall, 2008 WL 5381412 (S.D.Fla.2008) (holding that a cell phone cannot lawfully be searched incident to arrest because it is
analogous to a sealed letter). The majority of decisions, however, have had little difficulty in upholding the search of a cell
phone incident to a lawful arrest. See, e.g., United States v. Fuentes, 2010 WL 724186 (C.A.11(Fla.); United States v.
Murphy, 552 F.3d 405, 411 (4th Cir.2009); United States v. Finley, 477 F.3d 250, 259-60 (5th Cir.2007); United States v.
Wurie, 612 F.Supp.2d 104, 110 (D.Mass.2009); United States v. Santillan, 571 F.Supp.2d 1093, 1102-03 (D.Ariz.2008);
United States v. Dennis, 2007 WL 3400500 (E.D.Ky.).

TIMING AND SCOPE OF THE SEARCH

The Supreme Court’s decision in Arizona v. Gant, 129 S.Ct. 1710, 1721 (2009), raised a timing issue for searches incident to
arrest that could have widespread impact on the searches of cell phones. In Gant, the defendant was arrested for driving while
license suspended. After the defendant was handcuffed and placed in the patrol car, police searched his vehicle and found
cocaine in a jacket on the backseat. The Court held that the search was invalid and ruled that police may search a vehicle
incident to arrest only when they have reason to believe that the arrestee could either access the vehicle and destroy evidence
or that the vehicle contained evidence of the specific offense that was the subject of the arrest. This holding limited the broad
reading of New York v. Belton, 453 U.S. 454, 460 (1981) which held that officers, incident to a lawful arrest of a car’s recent
occupant, can search the entire passenger compartment and any containers found within without a warrant.

At least two federal courts have already extended Gant beyond the vehicle context and disallowed the search of a cell phone
found on an arrestee incident to arrest. See United States v. McGhee, 2009 WL 2424104 (D.Neb. 2009); United States v.
Quintana, 594 F.Supp.2d 1291 (M.D.Fla.2009). In McGhee, the court ruled that the defendant was secured at the time of the
search of the cell phone so there was no justification for the search based on the threat that he could gain possession of the
cell phone. The court further ruled that, because the defendant was being arrested for a crime that had occurred
approximately nine months before, it was not reasonable for the officers to believe a search of his cell phone would produce
evidence related to the crime. Although Quintana was decided before the Gant decision was released, the court cited the
comments of two of the Supreme Court Justices made during oral argument in Gant. The court in Quintana ruled that
because the Trooper had arrested the defendant for driving with a suspended license, the Trooper’s search of the cell phone
had nothing to do with officer safety or with the preservation of evidence related to his arrest. The court disallowed the
search as outside the proper scope of a search incident to arrest.
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A search incident to arrest must be “substantially contemporaneous” with the arrest. Even before the Gant decision, however,
federal courts have disagreed over what is contemporaneous with arrest. In United States v. Finley, 477 F.3d 250, 260 (5th
Cir.), cert. denied, 549 U.S. 1353 (2007), the court ruled that even though the police had transported Finley to the police
station for booking, the search of his cell phone found on his person was still substantially contemporaneous with his arrest
and therefore permissible. In United States v. Wall, 2008 WL 5381412 (S.D.Fla. 2008), in contrast, the court ruled that a
warrantless search of a phone found on an arrestee’s person for text messages was not a lawful search incident to arrest
because the search of the phone was conducted while the arrestee was being booked.

Similarly, an issue under debate even before the Gant decision was how much scope should be allowed to officers searching
cell phones incident to arrest. In United States v. Wurie, 612 F.Supp.2d 104, 110 (D.Mass.2009), the court held that the
search of a cell phone was limited and thus reasonable where officers confined their search to the call logs. But see, Finley,
supra (declining to treat a cell phone differently than any other container).

PRESERVATION OF EVIDENCE JUSTIFICATION

The Supreme Court has justified a warrantless search incident to a lawful arrest in part based on the need to preserve evidence
from destruction by the arrestee. Courts are divergent on whether or not evidence contained within a cell phone is
destructible evidence. Initially, courts accepted the argument by the government that cell phones were analogous to pagers in
that they had finite memory and information could be erased in the time that it took officers to obtain a warrant. See, e.g.,
United States v. Murphy, 552 F.3d 405, 411 (4™ Cir.)(2009); United States v. Parada, 289 F.Supp.2d 1291(D.Kan.2003). In
Murphy, the court rejected the defendant’s argument that police officers must be required to ascertain the storage capacity of a
cell phone before conducting a search as an unworkable and unreasonable rule. The court found that it is unlikely that police
officers would have any way of knowing whether the text messages and other information stored on a cell phone will be
preserved or be automatically deleted simply by looking at the cell phone. In Parada, the court upheld the search of a cell
phone during the search of the subjects’ persons on the basis that the specific technology of the Motorola V3 “Razer” had an
automatic delete function by which an owner could set the phone to purge all text messages which created sufficient exigency.

Technology is always a step ahead of the law. The argument that cell phones have limited memory and like pagers can be
searched without a warrant to protect the evidence from being erased is case specific and may no longer be as persuasive an
argument given the advancements in cell phone technology. A potentially more persuasive but as yet untested argument is
what effect the new “kill switch” features on some phones may have on an officer’s ability to obtain a warrant before evidence
is destroyed automatically or even remotely.

In addition to being a justification for a warrantless search incident to arrest, the imminent destruction of evidence can be the
basis alone for a warrantless search. Ker v. California, 374 U.S. 23, 40, 83 S.Ct. 1623, 10 L.Ed.2d 726 (1963). A search
may be conducted without a warrant when there is a threat that evidence will be destroyed before a warrant can be obtained.
The police, however, must have an objectively reasonable fear that the evidence will be destroyed before a warrant can be
obtained.

INVENTORY SEARCH EXCEPTION

A separate exception to the warrant requirement that can overlap with the search incident to arrest exception is the inventory
search exception. When a suspect is brought to the stationhouse for booking, law enforcement may remove and itemize all
property found on the person or otherwise in his possession without a warrant. lllinois v. Lafayette, 462 U.S. 640, 64 (1983).
Such a search is reasonable if it is a good faith inventory search and not a subterfuge for an investigatory search. Twilegar v.
State, 2010 WL 26512 at *8 (Fla.2010)(citing South Dakota v. Opperman, 428 U.S. 364 (1976)). A search of the content of
a cell phone, including phone numbers, photos, text messages, or other data stored in the memory of a cell phone, is beyond
the scope of the purpose of the inventory search which is to inventory the person’s possessions. See Wall, 2008 WL
5381412, at *4; Park, 2007 WL 1521573, at *10-12.

Warrants for the search of cell phones can be obtained by contacting the Cyber Crimes Unit of the State Attorney’s Office,
(305) 547-0837.

Brenda Mezick
Assistant State Attorney
Cyber Crimes Unit
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